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Abstract

We consider the problem of Object Safety: how objects
endowed with processing, communication, and sensing ca-
pabilities can determine their safety. We assign an agent
to each object capable of looking out for its own self in-
terests, while concurrently collaborating with its neighbors
and learning/reinforcing its beliefs from them. After consid-
ering related work, we propose a general framework con-
sisting of agents with case-bases of threat detection systems
and a mechanism for sharing and confirming beliefs with
other agents. While our approach is designed to be appli-
cable to Object Safety domains in general, we particularly
consider its application to transport chain security. We fur-
ther propose a testing framework that uses real sensor data
and Object Safety scenario simulations to evaluate our ap-
proach.

1. Introduction

As sensing and computing technologies advance, it be-
comes feasible to incorporate sensors and processors into
physical objects themselves. Potential applications then
arise in what we term ”Object Safety” domains, domains
in which objects must determine their own safety. Poten-
tial applications include transport-chain security, hazardous
chemical storage and handling, and valuable goods protec-
tion. What specifically constitutes safety depends on the
domain and the objects themselves. For example, an ob-
ject in a valuable goods store may be safe so long as it
is not dropped, mishandled, or carried from the display
area. Transport chain security involves ensuring packages
are safely transported without being stolen, tampered with,
or otherwise mishandled. Furthermore, what constitutes
safety may be different for different objects.

∗This work was supported in part by the Office of Naval Research under
award number N00014-07-1-1042

For objects endowed with sensors and processors, de-
termining Object Safety also represents a task of fully-
distributed security, since even the security of a single ob-
ject is important. This naturally lends itself to the concept of
objects as agents, essentially allowing objects to be agents
in their own safety, in cases where the safety of the objects
is a primary concern. The challenge lies in creating the
agents’ intelligence through algorithms and software sys-
tems. To address this challenge, we propose a general mul-
tiagent framework for determining Object Safety. This sys-
tem is composed of a number of components which interact
with each other. For handling situated knowledge and in-
corporating past experience a case-based reasoning system
component is included. To allow automatic and adaptive
learning of what constitutes a threat for a given situation,
a Threat Detection System component is included. To al-
low agents to collaborate and learn from each other, a belief
sharing component is included. Additionally, we develop a
testing framework to evaluate our approach which involves
testing the overall design and its components by simulating
Object Safety scenarios using collected real sensor data.

2. Related Work

Recently there has been some directly related work deal-
ing with objects monitoring their own safety, e.g. [22, 21,
7], in which objects are endowed with sensors and micro-
controllers and use rules that test for threshold conditions,
with the particular application of enabling chemical bar-
rels to set off alarms when they detect themselves to be in
hazardous situations. There are several limitations to these
current rule-based system approaches. One is the inability
to detect complex events through only combining thresh-
old rules [25, 26]. Current systems would also have prob-
lems adapting to changing and new threats, e.g. unforeseen
threats which are not covered under the existing rule base.
Also in many object safety scenarios knowledge is situated,
and changes based on the environment, for instance a rail
package may progress through several different situations



during which what constitutes a threat changes. In existing
work the knowledge is static. Furthermore, since agents will
often be in the same situation (e.g. in the same truck bed to-
gether) some form of collaboration could be desirable.

Similar to the concept of an object determining its safety,
is the idea of context awareness [6, 2], particularly as ap-
plied to sensor networks. Context awareness can be de-
scribed as the ability of a computing device to sense, re-
act, and adapt to its changing environment. For ubiquitous
computing this means providing useful information and ser-
vices to an entity/user using any information relative to that
entity/user’s situation. Such work includes augmenting ev-
eryday objects such as a lamp with sensors to allow them
to react to a user’s context [14], and a Context Aware Sen-
sornet [11] in which sensor nodes keep track of context and
adjust their behavior accordingly, e.g. sleeping when possi-
ble.

The problem of objects determining their safety can also
be thought of as anomaly or event detection in sensor net-
works, if we consider a threat to an object’s safety within
a group of similar objects as the event or the anomaly. A
query-based interface to sensors (e.g. [17]) is typically
used, where events are detected through queries, often as
set thresholds for different sensor readings, or as more com-
plex spatial and temporal patterns using, e.g., contour map
matching [25]. There also exists work on anomaly detec-
tion in sensor networks using machine learning, e.g. using
a one-class support vector machine [18, 5] and using a com-
bination of context awareness and event detection with time
series sensor data transformed into strings [26]. Another
work focuses on reducing false positives by using group-
based event detection [23], where each sensor node has the
ability to detect some event, but the accuracy of detection
may not be high, so a confidence in the detection is con-
structed using multiple nodes.

This same idea has recently been the focus of a group
of research in the area of intrusion detection in computer
networks, using end-host computers with weak detection
systems to detect worm attacks, combining local detections
[3, 4, 20]. The ideas of collaborating feelings of safety can
be applied to groups of objects with communication abili-
ties for influencing their feelings of safety, and is thus re-
lated to the goal of our work.

Also a part of intrusion detection is work on artificial im-
mune systems [10, 8, 13]. Artificial Immune Systems (AIS)
model the human immune system to achieve engineering
goals that are similar to its goals, e.g. anomaly detection.
Similarly, object safety is related to another field related to
biological systems, that of self-healing systems, in which
computer systems detect faults in their components and at-
tempt to repair them. Object safety work could also be
thought of as work on the detection element of self-healing
systems [9].

For the related work that does not specifically address the
problem of object safety, it is not their own safety the sens-
ing components are concerned with. In ubiquitous comput-
ing, objects are trying to improve conditions for the user.
In sensor networks, the sensor nodes are concerned with
detecting events of interest to some specific entity. For in-
trusion detection, the agents care about the security of the
network over their own security. In these cases individual
sensors are typically treated as expendable; they are not in-
dividually necessary. However, in an Object Safety frame-
work an object must be able to look out for itself as well.

3. An Object Safety Framework

Figure 1. Overview of Approach

From considering limitations of previous work and the
goals of an object safety agent, we can identify some key
components of an ideal agent. An object safety agent should
be able to:
• Adapt to new and changing threats
• Detect previously unknown threats
• Utilize prior learned or provided knowledge
• Change its perception of threats based on its current

situation
• Utilize communication with other agents for sharing

and enforcing beliefs in threats
• Be easily applied to different object safety scenarios
• Handle inconsistent information across objects (such

as from sensor bias)
To address these capabilities, we propose a system con-

sisting of a case-base of threat concepts, which would es-
sentially combine Case-Based Reasoning (CBR) [24, 16]
and a Threat Detection System (TDS). Figure 1 depicts the
general framework. Each object is represented by an Object



Safety Agent. A base station is a domain-dependent en-
tity which keeps track of objects’ situations and supplies an
agent with situation descriptions, including its initial situa-
tion if necessary. For instance, in transport chain security,
the base station could correspond to a system responsible
for holding trip information for packages, or it could be as
simple as a fixed system at each portion of the journey that
broadcasts the new situation to objects arriving at its loca-
tion. When presented with a new situation via a situation
description, the agent finds its closest matching stored sit-
uation, and loads the associated Threat Detection System
(TDS). The TDS processes the output obtained from the
agent’s sensors (denoted S1, S2, ..., Sn in Figure 1), which
continuously receive (sense) information from the environ-
ment. The sensor outputs are translated into event strings
(in Figure 1 cij corresponds to the j th character of the event
string for sensor i), which are classified by the TDS as threat
events or normal events. When the agent detects a threat, it
seeks confirmation from its neighbors. Upon confirmation,
a base station is notified, and either confirms the threat and
takes further action, or sends the agent a new situation de-
scription.

When an object is exposed to a new situation, it should
not have to completely re-learn what constitutes a threat if it
has been in a similar situation before. Thus, we store cases
based on the attributes of a situation and use an existing case
and solution (threat concept) when a new situation arises.

For detecting threats, an Artificial Immune System (AIS)
framework contains many of the components of an ideal
agent, so it makes sense to incorporate AIS components. An
alternative approach to threat detection is a One-Class Sup-
port Vector Machine, which has potential benefits of smaller
resource usage and the ability to handle high-dimensional
data. The idea here is to estimate the support of the dis-
tribution of normal events, essentially defining a boundary
around what is normal.

Our approach is described in detail in the following sec-
tions.

3.1. Case-Based Reasoning Layer

With this layer, an object is informed of what situation
it is currently in. This situation is described by attributes
and matched to the closest stored situation in the case-base
using the number of matching attributes. The threat concept
of that case is then loaded into the new case if a tunable
matching threshold is surpassed, or used directly if an exact
matching threshold criterion is met.

What constitutes a threat in one situation may constitute
normal behavior in another so it is necessary to inform an
object of situation changes. One option, on-demand situa-
tion switching, is depicted in Figure 1 as feedback from the
base station to the object safety agent; if the central loca-

tion knows that there has recently been a situation switch
an agent is uninformed of, instead of treating a distress sig-
nal as a threat, it updates the agent with its new situation,
allowing smooth operation.

Situations are represented by attributes that describe the
environment of the situation and expected normal behavior
for an object in the situation, for instance, ”light intensity
should be less than or equal to 0”. Attributes of a situ-
ation are represented by basic conditions and allow oper-
ations such as comparison and logical operations on ele-
ments represented by strings. This allows situations to be
logically described with whatever symbolical terms are ap-
plicable for a particular domain. Figure 2 shows an example
situation for a rail safety object, demonstrating the format of
attributes. Each parentheses block represents a single con-
dition (attribute) for the situation.

Figure 2. Example Situation Description

A matching condition consists of an exact match of ele-
ments. Partial matching of conditions is possible for condi-
tions containing numerical values, in this case percent error
is used to estimate the match value. If a condition contains
multiple numerical values the average percent error is used.
The match value for two conditions is given as:

MatchV alue =

⎧⎪⎨
⎪⎩

1 if exact match

0 if mismatch

1 − |v1−v2|
|v1|+|v2| if numerical v1 and v2

The situation matching score S between two situations is
then calculated as S =

∑
c∈{conditions}(MatchV aluec)

where MatchV aluec is the match value for condition
c, and {conditions} represents the set of shared con-
ditions. A higher situation score signifies a closer
match. The situation matching threshold criteria be-
tween two situations, Situation 1 and Situation 2, is

S
min(|{conditionss1}|,|{conditionss2}|) > τ and the situation

exact matching threshold criteria between Situation 1 and
Situation 2 is S

max(|{conditionss1}|,|{conditionss2}|) > τexact

where conditionss1 is the set of conditions for Situation 1
and conditionss2 is the set of conditions for Situation 2.
For equal matching cases preference is given to situations
having the closest number of conditions to that of the new
situation, after that the selection is arbitrarily chosen.

A key benefit of this approach to handling different situ-
ations is that the human description of a certain situation is
separated from the actual concept of the threats with respect



to the sensor values, since it may be the case that human
ideas of object safety are not easily translated into actual
temporal sensor patterns. The human description is used
to find situations with similar expected normal operations,
and determining what constitutes a threat is left to the threat
detection layer.

Another important benefit of using cases is that it allows
the sharing of beliefs with regard to events. For objects in
the same or similar situations it is possible for them to share
opinions and experience within our TDS framework, as de-
scribed in Section 3.4, so that objects can learn from other
more experienced or better informed objects, or collabora-
tively enforce their beliefs in a threat.

3.2. Threat Detection Layer

Coming up with rules for threats can be particularly dif-
ficult in Object Safety domains. Experts don’t usually ex-
ist for objects. When generating a rule, designers may not
be able to accurately predict all threats and scenarios. Fur-
thermore, there is not always an easy translation from the
logical human perspective to the object sensor (information
source) perspective. Additionally, the process of developing
rules would need to be repeated for objects with different
sensors or in different situations. For these reasons it makes
sense to incorporate automatic learning of threat concepts,
using what is generally available: normal (safe) behavior
for the objects.

One way of doing this is through negative selection, a
key component of Artificial Immune Systems (AIS). We
simply allow the system to generate a coverage of abnor-
mal events around what is defined as normal behavior for
an object. This concept can be visualized with Figure 3,
a two-dimensional example is given in which t1a, t1b and
t2a, t2b correspond to thresholds of normal behavior in the
event space - any values outside of those thresholds were
never encountered as a part of normal behavior. Within the
region of event space containing normal events, a memory-
based approach is used; events are generated and those that
do not match normal behavior are kept, to create a coverage
around safe events. The (-) symbols correspond to possible
threats and the circles around them correspond to points in
the space that are within the threshold matching distance.
The two regions labeled safe represent the portions of the
event space that constitute no threat.

The overall AIS framework is depicted in Figure 4. The
first part is the training stage (tolerization) in which the set
of candidate detector strings are randomly generated and
eliminated if matched to any self string. The detector con-
sists of the feature string (described in the next section) and
a radius, and a match occurs if the Euclidean distance to
the matching string is within the radius. This can occur in
an online setting that happens continuously, during which

Figure 3. Negative Selection Concept

the detectors are immature for a certain amount of time (to-
lerization period). In parallel to the running system, as re-
sources allow, an existing detector is randomly picked for
merging with nearest neighbor. A copy is made of the new
detector which undergoes tolerization and replaces the old
detectors if it survives, and if the detector set is no longer at
maximum capacity, new detectors are generated. If a false-
positive occurs, if the location of the matching self string
is within a threshold of the detector’s radius, the detector
is deleted, otherwise it is shifted so that the self string is
just outside the radius, to be later merged if possible. This
approach combines aspects of real-valued negative selec-
tion [12], with the online components of an AIS framework
[10].

Figure 4. Overview of AIS Framework

An alternative approach to threat detection we also con-
sider is an online one-class Support Vector Machine (SVM)
[5]. One-class SVM works by mapping the data (event vec-
tors) into a high-dimensional kernel space (through the use
of a kernel function which calculates the inner product of
two input vectors in the kernel space), and finding a hy-
perplane that separates the data from the origin with max-
imal margin and minimal error by solving an optimization
problem [19]. We include both methods in our framework
to compare their ability to detect threats and to illustrate
the benefit of our approach in allowing different objects
to use different threat detection systems for different situ-
ations. For instance a method may be particularly suited to
a given situation, or an object may be resource-limited and
only able to use certain TDSs.



3.3. String Representation of Streaming
Sensor Data

The basis of the threat detection layer is a representation
of feature strings from the sensor data, essentially mapping
the data to strings to allow matching between string repre-
sentations, or classification. In order to allow threats cor-
responding to a specific pattern over time to be captured,
and to avoid a high-volume event space that would suffer
from the curse of dimensionality, it is desirable to create
an approximation of the data capable of retaining its im-
portant features. We propose to accomplish this by using
an existing simple method of approximation for string gen-
eration, Piecewise Aggregate Approximation (PAA) which
was shown to lower-bound the Euclidean distance between
time series curves and to perform competitively with more
complex methods [15]. In addition, PAA is simple, fast, and
can still be applied in an online setting. Figure 5 shows an
example of PAA for a single sensor, Sc represents the cur-
rent event string (of max length 3), tc the current time, and
0.96 the newly added character.

Figure 5. PAA Example

Feature strings are obtained by segmenting the original
time series data from a sensor into equal-sized windows,
and taking the average value in each window as the char-
acter value. With a fixed window size, as data is received,
when it fills up the next window, the resulting character can
be added to the end of the current string for that sensor (af-
ter a max string length is reached, the first character of the
string is dropped). In this way matching to the current event
string can occur online and different detector string lengths
could be used. The complete event string is made from con-
catenating each sensor string.

3.4. Sharing Beliefs

Sharing beliefs about the nature of events among agents
in the same situation can be useful for learning from neigh-
bors in the same situation for an agent that is uncertain of its
situation (no good match in the case base) or that contains
an under-developed or non-existent threat concept. Also,
different agents may have developed different representa-
tions of the threat concept for a situation, so sharing their

beliefs could help to overcome false positives, particularly
for weak detectors, which may be desirable in resource-
constrained object safety domains.

In order to share beliefs we propose a modified version
of the sequential hypothesis testing as described in [3]. This
is basically a voting process; when an agent detects a threat,
it propagates the suspected threat event string to its neigh-
bors who test the string with their own TDSs and continue to
propagate it, and confirm the threat when a specified ratio
of positive detections to total tests is met. The key differ-
ence here is passing the threat event string as opposed to an
indication of a threat, since an object may be in the same
situation as the other objects but experience a threat locally
(e.g., in the rail safety domain, packages may be together in
a container but only one targeted for theft). In addition if an
event is confirmed as a threat, the last neighbor can inform
the base station (in case the target agent can no longer com-
municate). Besides potentially reducing false alarms, this
approach allows untrained/underdeveloped agents to learn
from the experience of their peers by using them to confirm
possible threats and adjust their own threat concepts as nec-
essary until a training period is completed (e.g. tolerization
in AIS).

For agents having the same event string representation,
sharing some set of common sensors, the process of neigh-
bors checking an event string can be applied by directly test-
ing the event string with their own TDS. Handling different
sensor representations and incorporating a degree of belief
associated with each decision about an event string are areas
of future work.

4. Testing and Evaluation

Some specific aspects of our approach to test include:
the ability of the overall system to detect threats (i.e. mea-
suring such criteria as false positives, true positives, etc.),
the performance for different string representations, the per-
formance for different threat detection systems (e.g., AIS
vs. online one-class SVM), the benefit of the belief shar-
ing component, the ability of untrained agents to learn from
other agents, and the usefulness of the CBR system for vary-
ing situations.

In order to evaluate these ideas and make these compar-
isons, we have developed a testing framework. To test the
main application, sensor data is needed for Object Safety
situations. We propose to generate a data set of Object
Safety sensor data, which can then be used to evaluate the
components of our approach through simulation. We will
generate the data using real sensors, modeled after three Ob-
ject Safety scenarios. One scenario is designed to be similar
to our desired application, that of rail transport security. To
gather data, we consider a connected group of sensors (in
the form of Sun SPOTS [1]) as an ”object” and group ob-



jects in the same situation into a box. Normal sensor data
is collected for different situations, e.g. while the objects in
the box travel around a fixed course and have predefined
stops. Then threat data is generated for different threats
along the course, such as opening the box while it is meant
to be in transit, capsizement of the box, and moving objects
away from a loading station. The normal behavior runs can
be used for initial training, then runs with threats can be
simulated to test response. Additionally, since it is done
through simulation and stored sensor data, different agents
can have varying amounts of different training. The second
scenario is meant to be similar to the first, so that agents
trained using the normal behavior of the first scenario can
perform in the second scenario. This can be used to test
the effectiveness of the CBR system. A third scenario will
be used to test the system under a different Object Safety
domain, that of object in a valuable goods store.

The sensors we use to collect data are built into Sun
SPOTs which represent a feasible platform for Object
Safety agents given current technology. The wireless Sun
SPOTs contain light, temperature, and 3-axis accelerometer
sensors, a processor, and radio communication abilities.

5. Conclusion

Granting objects the ability to determine their own safety
could prove beneficial to many application domains, allow-
ing, for example, a fully distributed approach to security.
For physical objects, this level of distribution is becoming
viable as technology improves. More generally, the idea of
Object Safety could be applicable to any problem in which
an entity (not necessarily a physical object) with online
sources of information (sensors), some form of prior knowl-
edge, and communication capabilities, has a need to deter-
mine if it is ”safe” or ”threatened.” To address the Object
Safety problem, we have proposed a framework that con-
siders, incorporates, and expands upon ideas from a variety
of similar research areas. Our framework is meant to be ver-
satile enough to be applied to numerous Object Safety do-
mains. Our framework consists of three main components
which interact and complement each other. Through the
case-based reasoning component, capabilities for handling
situated knowledge are incorporated. The threat-detection
component, stored within the cases of the case-based rea-
soning system, allows adaptive learning of safety concepts.
Updating and learning for the threat detection system is ad-
ditionally connected to the belief sharing component which
allows a level of confirmation and the ability to learn and
enforce beliefs from other agents to improve detection of
threats and minimize false alarms. Additionally, we have
developed a testing framework to test our approach to Ob-
ject Safety that involves the construction of an Object Safety
data set.
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